LRS Security Solutions

LRS Security Solutions is focused on delivering outstanding information technology solutions,
products, and services to our customers. Our team is here to assist your organization with all
security needs through our professional, managed and response services. We can assess
your level of risk, help you design and implement a complete security solution, and even
provide 24/7 security monitoring and alerting to keep you safe. Working with LRS security
experts gives your organization access to specialized skill sets and an expanded security
team to fill any gaps. LRS is dedicated to keeping your data and systems secure and
working alongside you to design a security strategy for your business needs.

LRS Services Capabilities

LRS offers security solutions that address the vast challenges companies face today,
helping them plan and prepare for tomorrow. Services and solutions are tailored to your
individual business needs, ranging from policy development and incident response
plans to Security Services that professionally manage security for you.

Professional Services Managed Services

* Security Assessments « SIEM (Security Information
+ Solution Design and & Event Monitoring)
Engineering « Vulnerability Scanning &
« Strategic Consulting Assessment
* Secure Coding, + MDR (Managed Detection
Automation, and & Response)
DevSecOps Security  Networking &
Networking Security

Response Services

- Digital Forensics
« Incident Response
« Threat Hunting




PROFESSIONAL SERVICES

Our experience. Your peace of mind.

The LRS Security Solutions Professional Services team helps you to maximize your investment in security
solutions from start to finish, improving your network performance, accelerate adoption of new technologies,
and increase the proficiency of your in-house staff. Our team of security experts has worked with internal IT
and data security teams across a variety of industries, helping organizations understand the common
errors, omissions, and misconfigurations that ultimately lead to incidents or breaches.

Professional Service Offerings:

Security Assessments: Our Assessment offerings consist of our Cyber Risk Analysis (CRA), Penetration
Testing, Framework Alignment & Risk Assessments. Our CRA is a narrowly focused, proprietary, security
engagement that consists of internal and external vulnerability scanning, AD security assessment, and
boundary firewall security evaluation.

Solution Design & Engineering: LRS’ security engineers can help build a security solution to address your
specific needs as well as fit within your budget. Their expertise extends through numerous hardware and
software vendors, across various types of products. These include but are not limited to firewall, IPS/IDS,
EDR, DLP, etc.

Strategic Consulting: LRS's security experts provide guidance on issues such as risk management, policy
development, user awareness and training, regulatory compliance, audit preparation etc., most commonly
through our vCISO engagement. A tailored set of services can be developed for your specific needs,
ensuring a right fit for you.

Secure Coding, Automation, and DevSecOps Security:

Our team can identify vulnerabilities in your code and engage with your team for custom development
projects, help with security automation to reduce repetitive work and increase security agility. LRS
developers and engineers have the expertise, tools and processes to help you build security into a mature
DevOps practice or are at square one of creating your secure pipeline for code.
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MANAGED SERVICES

Our knowledge. Your advantage.

At LRS, we focus on building relationships with our customers, understanding their pain points, and using that
information to create managed services that provide customer value. Our technical teams have the skills,
certifications, and knowledge necessary to expertly manage customer environments. These managed
environments can be in the cloud, or on customer premises, and span a wide variety of technology offerings.

Managed Service Offerings:

Security Information & Event Monitoring: LRS Security Solutions co-managed SIEM solution is laser-focused on
enterprise security as the primary value driver. The solution is a collection of tools that provide real-time
incident monitoring, triage, and threat detection. Using real-time correlation and data log analysis tools, LRS
co-managed SIEM as a service provides a centralized solution for automating security log information and
threat detection.

Vulnerability Scanning & Assessment: Vulnerability scanning, evaluation of results, and prioritization of
remediation is often difficult for security teams to manage. Our team can handle this mundane, yet critical,
operation for your business. We will work with, or develop, your documented vulnerability management
program and will provide you with the ability to focus your efforts on true remediation activities.

Managed Detection & Response: MDR is a service combines technology and human expertise to perform
threat hunting, monitoring, and response. The main benefit of MDR is that it helps rapidly identify and limit the
impact of threats without the need for additional staffing

Networking & Networking Security: We believe in security maturity through better utilization of existing tooling.
We've helped customers realize the full potential of modern firewalls, NAC, network segmentation, and more.
Where some see security as separate from networking, our team assesses, designs, implements, and manages
everything from wireless to SD-WAN, believing that networking and security are permanently coupled.
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RESPONSE SERVICES

Don’t be an easy target. Be well prepared.

Leveraging insights gained from hundreds of engagements each year, our Response Services team share
knowledge about threat actor behaviors to inform and protect your business — enhancing best practices,

guiding risk management decision making, and prioritizing resource allocation. We focus on identification,
investigation, and remediation, utilizing three primary components.

With our Response Service, you gain experts who can help reduce incident response times, minimize breach
impact, help your organization recover rapidly and mitigate further damage.

Response Service Offerings:

Digital Forensics: The operation of gathering,
examining, and analyzing data from networks,
applications, data stores, and endpoints, both on-
premises and in the cloud to determine if an attack
is in progress and who may be behind the activity.

Incident Response: Our Incident Response service
provides security breach response, incident
remediation, and forensics services. Our Incident
Response services team can assist with forensics,
cyber security risk mitigation, threat intelligence,
threat hunting, and compliance efforts.

Threat Hunting: Our targeted Threat Hunting
service is an intense comprehensive investigation
of your security environment that identifies
indications of attacker presence. This process
validates security controls and reduces dwell time
of an adversary in your environment.
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